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Trademark Notice

This document shall not be duplicated or used for any purposes other than that for which it is being provided. The
information disclosed herein was originated by and is the property of AVicode Inc. and except for rights expressly granted
by written consent, such information shall not be disclosed or disseminated in whole or in part. AVicode reserves all
rights hereto. The words AVicode and Intercept and the AVIcode and Intercept logos are service marks of AVicode™
Inc. Throughout this document, other trademarked names may be used. Rather than put a trademark symbol in every
occurrence of a trademarked name, we state that we are using the names only in an editorial fashion, and to the benefit
of the trademark owner, with no intention of infringement.



Installation Preface

Overview

This document describes the procedure for installing the AVicode .NET MP for MOM 2005.

System Requirements

AVicode .NET Management Pack
The Management Pack contains all of the rules and scripts necessary to manage your .NET monitoring
e MOM 2005, and any system requirements imposed by MOM 2005

Intercept Server Agent

The Intercept Server Agent component runs on the “Monitored System” (the computer hosting the .NET applications you
would like to monitor) and requires:

e Operating System: Windows 2000 Server, Windows 2000 Advanced Server, Windows 2000 Professional, Windows XP
Professional, Windows Server 2003 Standard Edition, Windows Server 2003 Enterprise Edition or Windows Server
2003 Web Edition operating system

e Supported Frameworks: .NET Framework Redistributable Package version 1.1 and 2.0. If using the 1.1 framework, you
must also have the Microsoft .NET Framework 1.1 Service Pack 1, or one of the following hotfixes from Microsoft:

a. For Windows 2000: .NET Framework Hotfix KB840861 and .NET Framework Hotfix KB840512 (Ask
AVIcode Technical Support about obtaining these hotfixes)

b. For Windows 2003: .NET Framework Hotfix KB840861 and .NET Framework Hotfix KB840512 (Ask
AVIcode Technical Support about obtaining these hotfixes)

Intercept SE-Viewer

The Intercept SE-Viewer component runs on the “Management System” (the server that will report the collected exception
and performance issues) and requires:

o Operating System: Windows 2000 Server, Windows 2000 Advanced Server, Windows 2000 Professional, Windows XP
Professional, Windows Server 2003 Standard Edition, Windows Server 2003 Enterprise Edition or Windows Server
2003 Web Edition operating system

e Server:11IS5.00rlIS 6.0

Supported Frameworks: NET Framework Redistributable Package version 1.1 and 2.0

e Browser: Internet Explorer 6.0

Preparing for Installation
To facilitate the installation of the .NET Management Pack, it is considered a good practice to:

Print this installation guide

Understand the .NET Management Pack Architecture in the Architecture Overview section of this document.
Understand the Deployment Scenarios section of this document.

Copy the AVicode .NET Management Pack msi installer to a location that can be accessed by your “MOM
Management Server”, and/or your "Management System" (if different from the MOM Server). It may be helpful to burn
the downloaded file to a CD or DVD.



Architecture and Components

The AVicode .NET Management Pack gathers information about .NET performance and exception events. The following
diagram outlines how events are routed between each component in the AVicode .NET Management Pack.
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AVicode Agent on your Monitored Computer, which monitors your .NET applications running under IIS. AVicode's
Agents attach on the fly to any .NET Application to collect information about critical exceptions and performance
degradation events. AVicode Agents are deployed to the monitored computer via a MOM task and a MOM Agent.

AVicode SE-Viewer Server on your Management Server’, which receives events gathered by the AVicode Agents and
routes them to MOM. Events are sent from the AVicode Agents to the AVicode SE-Viewer Server via HTTP, and routed
to the MOM Server via the Windows Event Log and a MOM Agent.

MOM 2005 and the .NET Management Pack on your Management Server where you can view your events in
the .NET Applications folder of the MOM Event View. The Management Pack contains all of the rules and scripts
necessary to manage your .NET monitoring.

"HOTICE: £ AVicode SE-Viewer Server and MOM Server may reside on the same, or separate, Management Servers

MOM Agent

The MOM agent runs on each computer that you want to monitor. Although the MOM Agent may not be needed in order
to monitor an application server, it is needed in order to correctly deploy the AVicode .NET Management Pack.

Intercept Server Agent



AVlcode Intercept Server Agent provides two monitors:

e Intercept Exception Monitor — collects exception information from .NET applications.
e Intercept Performance Monitor — collects performance information from .NET applications.

The Intercept monitors attach to any .NET application on the fly, without any code modifications or recompilation of the
monitored application. The Intercept Server Agent uses standard common language runtime (CLR) mechanisms, so that it
will have no behavioral effect on the monitored application.

Intercept Exception Monitor

Intercept Exception Monitor captures all application exception events, and reports all critical, and optionally all non-critical,
application and system error exceptions. Intercept Exception Monitor can filter out non-critical exceptions at an early
stage, with minimal performance impact to the monitored software. Intercept defines critical errors as being those that
lead to a monitored component's failure. For ASP.NET applications, a critical exception results in the user seeing either
the standard or a custom error page. For web services, critical exceptions are those that ASP.NET serializes into valid
SOAP messages on the server-side, and deserializes to SoapExceptions on the ASP.NET client.

Intercept Exception Monitor collects runtime information about the call stack, function parameters, local variables and
object variables, and lets users correlate exceptions to the offending line of source code [Enterprise Edition Only].

Intercept Exception Monitor feeds the exception data into MOM, and into Intercept's own Event Viewer [ Enterprise Edition
Only].

Intercept Performance Monitor

Intercept Performance Monitor measures application performance so that you can quickly identify and quantify root cause
performance problems in a production environment and effectively prioritize your problem resolution efforts. Intercept
Performance Monitor allows you to monitor the performance of your application at runtime without modifying your code,
and to capture resource specific performance data.

Intercept Performance Monitor collects performance information about the communications of monitored components with
external systems, such as SQL servers, Web Services, TCP/IP servers, OLE DB providers and others. It tracks request
times for external resource calls, and raises an event if request times exceed predefined thresholds. The performance
event information appears in a tree structure, where the root of the tree is the top-level function of a monitored
component, and the leaves of the tree are calls to external systems. If the monitored component is a web application, the
tree Root node is a page-process request call. If the monitored component is a web service, the tree Root node is a web-
service function call. Intercept Performance Monitor also collects the runtime information about external system calls (i.e.,
query strings and query parameters for SQL calls, function names and function parameter values for web service calls).

Intercept Performance Monitor feeds the performance data into MOM, and into Intercept's own Event Viewer [Enterprise
Edition Only].

Intercept Management Console

The Intercept Management Console [Enterprise Edition Only] provides a convenient way to configure monitored
applications in Intercept Studio. It allows system administrators to add applications, to select either performance or event
monitoring, and to set thresholds and options.

Intercept SE-Viewer

Intercept SE-Viewer (Structured Event Viewer) is a centralized event Management System for enterprise monitoring.
Installed under IIS, it uses inputs from Intercept Exception Monitor and Intercept Performance Monitor to send events to
MOM, allowing data center personnel to monitor deployed .NET applications for slowdowns, faults and failures, and
immediately pinpoint the source of problems. Intercept SE-Viewer provides root cause diagnosis down to the source-code



level [Enterprise Edition Only] without developers having to alter the code.

Intercept Visual Studio Plug-in [Enterprise Edition Only]

AVlcode Intercept Visual Studio Plug-in installs onto a developer's workstation, and provides easy integration between
Intercept SE-Viewer and Microsoft Visual Studio. To use, a developer drills down the event to the line of defective source
code displayed in SE-Viewer, and is then able to open the original source code in Visual Studio.



Deployment Scenarios

The following sections describe deploying the AVicode .NET Management Pack for MOM 2005 into these system
configurations: Single Server, Multi-Server and Failover.

Please carefully read the section that most closely matches your MOM deployment.

Single Server Deployment

This section provides basic instructions for deploying the AVicode .NET Management Pack for MOM 2005 onto a single
computer with Microsoft® Operations Manager (MOM) 2005. Please consult the "Microsoft Operations Manager 2005
Deployment Guide" for details on deploying MOM 2005.
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The deployment scenario in this chapter describes how you can deploy the management components the AVicode .NET
Management pack onto the same computer as the management components of MOM, and the AVicode Agent to a
Monitored Computer with a MOM Agent.

To deploy the management components the AVicode .NET Management pack onto the same computer as the
management components of MOM, and the AVicode Agent to a Monitored Computer with a MOM Agent:

e Set up MOM 2005 on your MOM Server

e Install both components from AVicode's Management Pack msi installer onto the
same Management System where SE-Viewer Server is indicated on the above EE O 2005 Pack _ )
diagram. SE-Viewer will install under IIS. g Avcode Intercept SE-Viey

e From the MOM Operator Console, deploy the AVicode Agents to the Monitored

System.
e Verify the deployment

Multi-Server Deployment

This section provides basic instructions for deploying the AVicode .NET Management Pack for MOM 2005 onto a
separate computer from Microsoft® Operations Manager (MOM) 2005 server. Please consult the "Microsoft Operations
Manager 2005 Deployment Guide" for details on deploying MOM 2005.
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To deploy the SE-Viewer Server and AVicode Agents each onto systems other than your MOM Server:

e Set up MOM 2005 on your MOM Server

e |Install the AVicode Intercept SE-Viewer component from AVlicode's -
Management Pack msi installer on a Management System(where SE-Viewer MOR 2002 Back -
Server is indicated on the above diagram). AVIcode Intercept SE-Viewer will = -4 8¥Icode Intercept SE-View:

install under IIS.

e Install the MOM 2005 Pack component from AVicode's Management Pack msi
installer onto the MOM Server with MOM Server. During the installation, set the @%SE Viewer

SEViewer location to the DNS location of the SEViewer Server. =

e From the MOM Operator Console, deploy the AVicode Agents to the Monitored

System.
e Verify the deployment

Failover Deployment

This section provides basic instructions for deploying the AVicode .NET Management Pack in a load-balanced
environment with MOM 2005 deployed on a separate computer in a failover configuration. Please consult the "Microsoft
Operations Manager 2005 Deployment Guide" for details on deploying MOM 2005.
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To deploy the management components the AVicode .NET Management pack into a load balanced system, and the
AVlicode Agent to a Monitored System with a MOM Agent:

e Set up MOM 2005 in a failover configuration

e Install the AVicode Intercept SE-Viewer component from AVicode's
Management Pack msi installer on each Management System (where SE-

Viewer Server is indicated on the above diagram). AVicode Intercept SE-Viewer

will install under IS, and should be configured for load balancing between each

of the SE-Viewer installations.

e Install the MOM 2005 Pack component from AVicode's Management Pack msi
installer onto each of the MOM Servers with MOM Server. During the
installation, set the SEViewer location to the DNS location of each SEViewer

Server.

MOM 2005 Pack.
=~ hvIcode Intercept SE-Views:
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e From the MOM Operator Console, deploy the AVicode Agents to the Monitored System.

e Verify the deployment

:EOM 2005 F‘acE>
aWIcode Intercepk SE-Viewer



Installing the Management Pack

Overview
The installation of the AVicode .NET Management pack is a two part process.

1) Run the msi installer package that you downloaded to unpack files into the destination folder of your choosing (by
default [drive]\Program Files\MOM 2005 Management Packs\Avicode .NET MOM 2005 MP SP1). The packed files
include:

e the user manual: AVicode .NET MP Manual.chm
e the end user license agreement: AVicode EULA.rtf
e the product installer package: AVIicodeNetMP.msi

2) Run the AVicodeNetMP.msi to install the product. The msi installs the .NET Management Pack, and the AVicode SE-
Viewer Server. Before installing the management pack, decide whether you wish to:

e Install both the .NET Management Pack and the AVicode SE-Viewer Server on the MOM Server (follow
the Single Server instructions)

e Install the .NET Management Pack on the MOM Server and the AVicode SE-Viewer Server onto a
separate management system

Please follow the instructions for doing either a first-time installation or upgrading your existing installation.



First Time Installation

If you are performing a new installation, please

e Follow the appropriate sections of the installation guide for either Single Server or Multi-server installations
e Optionally follow the directions for configuring the Management Pack to use SQL Server



.NET MP Single and Multi Server Installation Instructions

Installing the AVicode .NET Management Pack - Single Server

Install the MP and SE-Viewer on the MOM Server

o HOTICE: £l Do not repeat these steps if you have already extracted the files from the first msi installer, and go
directly to the ©Z~ which marks the second part of the installation.

e |dentify your MOM server. This is the server onto which you installed MOM 2005

e Unpack the files . Copy the AVicodeNetMP.msi installer file onto the MOM server. Double-click the file to launch the
wizard to unpack the AVicode .NET Management Pack files.

e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the unpacking process. Click 'Next' to proceed with the installation.

e License Agreement; Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and your organization name. Select whether anyone other
than the user you indicated can access this application. Click 'Next'

e Destination folder: By default, the files will be unpacked to [drive]:\\Program Files\MOM 2005 Management
Packs\Avicode .NET MOM 2005 MP 3.0. You may select to unpack the files to a different destination folder. If you wish
to unpack the files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Ready to Install the Program: Setup now has enough information to unpack the files onto the machine. Click the
'Install' button

e Installing AVicode .NET Management Pack: Wait for the files to unpack

e |InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. Leave the 'Open the .NET Management Pack Installation
folder now' selected so that you can continue with the installation. Click Finish to close the installation wizard.

v Cpenthe \MET Management Pack Installation Folder
niow,

e CE" Prepare to install the Management Pack. After the Installer successfully unpacks the .NET Management Pack
onto the computer, it display the installation folder. Note that this is the location of the User Manual. HOTICE: £J
Because the User Manual is a .chm file, certain Microsoft security patches will make it impossible to view this file if it is
stored on a remote network drive. If you open the User Manual and see the message "this page cannot be displayed”
instead of the topic text, please move the manual to a local drive on your computer.

Locate the AVIicodeNetMP.msi file. Double-click the AVicodeNetMP.msi file to launch the wizard to install the
AVIcode .NET Management Pack
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e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you



through the Management Pack installation process. Click 'Next' to proceed with the installation.

e License Agreement: Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and organization name. Select whether anyone other than
the user you indicated can access this application. Click 'Next'

e Custom Setup: For a single server installation, you will install both the MOM 2005 Management Pack and the
AVlcode Intercept SE-Viewer.

Do not de-select either of these options. By default, the files will be installed to [drive]:\Program
Files\AVIcode\Intercept. You may select to unpack the files to a different destination folder. If you wish to install the
files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Configure AVicode .NET Management Pack: Specify the DNS name of the SE-Viewer location, which for a single-
server installation will be the DNS name of the MOM server, such as mom.companyname.com. Click 'Next'

Specify the DMNS name For SEViewer Server location, SEYiewer Server is installed as
part of this management pack and in a kypical installation is located on the same
server as MOM server, Do nok use “localhost” for SEViewer location, Example of a
walid SEMiewer location is “momm, mycompany. com'”

MV FYCOMPan'y . cam|

e Ready to Install the Program: Setup now has enough information to install the files onto the machine. Click the
'Install' button.

e Installing AVicode .NET Management Pack: Wait for the files to install

e InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. This window reminds you that you need to do each of the
following tasks:

1. Use the 'Deploy Agent' task in the MOM task pane under the 'AVicode .NET Application Monitoring'
folder to deploy agents out to your servers running .NET applications,

2. Verify the agent deployment status in the MOM State View

3. Start exception or performance monitoring using the 'Start Monitoring' task in the 'AVicode .NET
Application Monitoring' folder and

4. Refer to the User Manual for details as to how to perform these tasks

e Acknowledge that you have read each of the required tasks by selecting the checkbox next to each task. Click Finish to
close the installation wizard.

[¢ 1) Deploy Agents: Inthe MOM task pane, use the
Ceploy Agent: task in the “&%Icode \MET Application
Maonikaring” folder,

[ 2)¥erify Agents: Inthe MOM State View, seleck the
computer and view the deployment skaktus of the
aNIcode Agent in the State Details,

[¥ 3)Activate Agents: Inthe MOM task pane, use the
Skart Maonitoring task in the “AYIcode (MET Application
Monitoring” Folder to activate either performance or
exception manitoring.



HOTICE: £/ IMPORTANT: Do not attempt to manually import the MOM2005Pack.akm file in your
\Avicode\Intercept\MOM2005Pack\ installation folder

Installing the AVicode .NET Management Pack - Multi Server

Install the MP on the MOM Server

e |dentify your MOM server. This is the server onto which you installed MOM 2005

e Unpack the files . Copy the AVIcodeNetMP.msi installer file onto the MOM server. Double-click the file to launch the
wizard to unpack the AVicode .NET Management Pack files.

e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the unpacking process. Click 'Next' to proceed with the installation.

e License Agreement; Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and your organization name. Select whether anyone other
than the user you indicated can access this application. Click 'Next'

e Destination folder: By default, the files will be unpacked to [drive]:\\Program Files\MOM 2005 Management
Packs\Avicode .NET MOM 2005 MP 3.0. You may select to unpack the files to a different destination folder. If you wish
to unpack the files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Ready to Install the Program: Setup now has enough information to unpack the files onto the machine. Click the
'Install' button

e Installing AVicode .NET Management Pack: Wait for the files to unpack

e |[nstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. Leave the 'Open the .NET Management Pack Installation
folder now' selected so that you can continue with the installation. Click Finish to close the installation wizard.

v Cpenthe \MET Management Pack Installation Folder
niow,

e Prepare to install the Management Pack. After the Installer successfully unpacks the .NET Management Pack onto the
computer, it display the installation folder. Note that this is the location of the User Manual. HOTICE: ] Because the
User Manual is a .chm file, certain Microsoft security patches will make it impossible to view this file if it is stored on a
remote network drive. If you open the User Manual and see the message "this page cannot be displayed" instead of
the topic text, please move the manual to a local drive on your computer.

Locate the AVicodeNetMP.msi file. Double-click the AVIicodeNetMP.msi file to launch the wizard to install the
AVlicode .NET Management Pack
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e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the Management Pack installation process. Click 'Next' to proceed with the installation.

e License Agreement: Read and accept the license agreement. Click 'Next'



e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and organization name. Select whether anyone other than
the user you indicated can access this application. Click 'Next'

e Custom Setup: For a multi-server installation, you will install only install the MOM 2005 Management Pack on the
MOM server

= = | MOM 2005 Pack,
AMIcode Inktercept SE-Wiewer

Disable the installation for AVicode Intercept SE-Viewer. By default, the files will be installed to [drive]\Program
Files\AVIicode\Intercept. Click 'Next'

e Configure AVicode .NET Management Pack: Specify the DNS name of the SE-Viewer location, which for a single-
server installation will be the DNS name of the MOM server, such as mom.companyname.com. Click 'Next'

Specify the DMNS name For SEViewer Server location, SEYiewer Server is installed as
part of this management pack and in a kypical installation is located on the same
server as MOM server, Do nok use “localhost” for SEViewer location, Example of a
walid SEViewer location is “mom, mycompany . com'”,

MV FYCOMPan'y . cam|

e Ready to Install the Program: Setup now has enough information to install the files onto the machine. Click the
'Install' button.

e Installing AVicode .NET Management Pack: Wait for the files to install

e InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. This window reminds you that you need to do each of the
following tasks:

1. Use the 'Deploy Agent' task in the MOM task pane under the 'AVicode .NET Application Monitoring'
folder to deploy agents out to your servers running .NET applications,

2. Verify the agent deployment status in the MOM State View

3. Start exception or performance monitoring using the 'Start Monitoring' task in the 'AVicode .NET
Application Monitoring' folder and

4. Refer to the User Manual for details as to how to perform these tasks

e Acknowledge that you have read each of the required tasks by selecting the checkbox next to each task. Click Finish to
close the installation wizard.

[¢ 1) Deploy Agents: Inthe MOM task pane, use the
Ceploy Agent: task in the “&%Icode \MET Application
Maonikaring” folder,

[ 2)¥erify Agents: Inthe MOM State View, seleck the
computer and view the deployment skaktus of the
aNIcode Agent in the State Details,

[¥ 3)Activate Agents: Inthe MOM task pane, use the
Skart Maonitoring task in the “AYIcode (MET Application
Monitoring” Folder to activate either performance or
exception manitoring.

HOTICE: £/ IMPORTANT: Do not attempt to manually import the MOM2005Pack.akm file in your
\Avicode\Intercept\MOM2005Pack\ installation folder



Install SE-Viewer on the Management System

e Identify your Management System. The Management System is the machine where you collect and view all events
generated from your various Monitored Systems. Intercept SE-Viewer Server installs as a virtual directory on your
Management System and receives events gathered by the Intercept Server Agents and to routes them to MOM.

e Unpack the files. Copy the AVicodeNetMP.msi installer file onto the Management System. Double-click the file to
launch the wizard to unpack the AVicode .NET Management Pack files.

e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the unpacking process. Click 'Next' to proceed with the installation.

e License Agreement; Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and your organization name. Select whether anyone other
than the user you indicated can access this application. Click 'Next'

e Destination folder: By default, the files will be unpacked to [drive]:\\Program Files\MOM 2005 Management
Packs\Avicode .NET MOM 2005 MP 3.0. You may select to unpack the files to a different destination folder. If you wish
to unpack the files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Ready to Install the Program: Setup now has enough information to unpack the files onto the machine. Click the
'Install' button

e Installing AVicode .NET Management Pack: Wait for the files to unpack

e InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. Leave the 'Open the .NET Management Pack Installation
folder now' selected so that you can continue with the installation. Click Finish to close the installation wizard.

v Open the .MET Management Pack Installation Folder
N,

e Prepare to install the Management Pack. After the Installer successfully unpacks the .NET Management Pack onto the
computer, it display the installation folder. Note that this is the location of the User Manual. HOTICE: £ Because the
User Manual is a .chm file, certain Microsoft security patches will make it impossible to view this file if it is stored on a
remote network drive. If you open the User Manual and see the message "this page cannot be displayed" instead of
the topic text, please move the manual to a local drive on your computer.

Locate the AVicodeNetMP.msi file. Double-click the AVIcodeNetMP.msi file to launch the wizard to install the
AVicode .NET Management Pack
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e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the Management Pack installation process. Click 'Next' to proceed with the installation.

e License Agreement: Read and accept the license agreement. Click 'Next'
e Customer Information: The Customer Information window allows you enter your user and organization name, and to

restrict application access if desired. Enter your user name and organization name. Select whether anyone other than
the user you indicated can access this application. Click 'Next'



e Custom Setup: For a multi-server installation, you will install only install the AVIcode Intercept SE-Viewer on the
Management System

AvIcode Intercept SE-Wiewer

By default, the files will be installed to [drive]\Program Files\AVIcode\Intercept. You may select to unpack the files to a
different destination folder. If you wish to install the files to a different folder, click the 'Change..." button, and browse to
the desired folder. Click 'Next'

e Configure AVicode .NET Management Pack: Specify the DNS name of the SE-Viewer location, which for a single-
server installation will be the DNS name of the MOM server, such as mom.companyname.com. Click 'Next'

Specify the DMNS name For SEViewer Server location. SEViewer Server is installed as
patt of this management pack and in a kypical installation is located on the same
server as MOM server, Do nok use “ocalhost” for SEMiewer location. Example of a
walid SEMigwer lacation is “marm, mycompansy. cam'”

MM, i COmpany . com|

e Ready to Install the Program: Setup now has enough information to install the files onto the machine. Click the
'Install’ button.

e |Installing AVicode .NET Management Pack: Wait for the files to install

e |InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. This window reminds you that you need to do each of the
following tasks:

1. Use the 'Deploy Agent' task in the MOM task pane under the '"AVicode .NET Application Monitoring'
folder to deploy agents out to your servers running .NET applications,

2. Verify the agent deployment status in the MOM State View

3. Start exception or performance monitoring using the 'Start Monitoring' task in the 'AVicode .NET
Application Monitoring' folder and

4. Refer to the User Manual for details as to how to perform these tasks

e Acknowledge that you have read each of the required tasks by selecting the checkbox next to each task. Click Finish to
close the installation wizard.

[ 1) Deploy Agents: Inthe MOM task pane, use the
Deploy Agent task in the “AYIcode \MET Application
Monitoring” folder,

[ &) ¥erify Agents: Inthe MOM State Yiew, seleck the
compuker and wiew the deplovment stakus of the
AWIcode Agent in the State Details,

[+ 3)Activate Agents: In the MOM kask pane, use the
Start Monitoring task in the “AYIcode (MET Application
Maonitaring” folder ko ackivate either performance or
exception maonitoring,



Configure Management Pack for use with Microsoft
SQL Server 2000

By default, the AVicode .NET Management Pack will write all events to a Microsoft Access database. For use in a
production environment, AVlcode recommends configuring the Management Pack to use a SQL Server database.

From your management server, open the SE-Viewer Configuration file. You may edit the configuration file via Microsoft
Visual Studio .NET, or by using a text editor:

O Start

M Programs

@ AVlicode Intercept Studio
O Intercept Configuration
@ SE-Viewer Configuration

You may edit the configuration file via Microsoft Visual Studio .NET, or by using a text editor.

The first step to prepare your environment is to identify the server on which you will install the SE-Viewer database. Once
this is determined, create and configure the database.

Following are the steps for configuring SE-Viewer to use with Microsoft SQL Server 2000.

e Install Microsoft SQL Server 2000 on appropriate server.

Create a database named "SEViewer" on Microsoft SQL Server 2000.

Run the SEViewer.sql script in the created database. The script is located in the "Database" subfolder of the SE-
Viewer root folder.

Open the SE-Viewer configuration file

Find the <userdata> section

Comment out or remove "DataSourcePath" key.

Uncomment the "connectionString" key

Set proper settings for connection string.

(Typical required settings are server name, login and password)

Example:

Before:

<userdata>
<add key="DataSourcePath" value="Database\SEViewer.mdb" />
<!--
<add key="connectionString" value="Provider=SQLOLEDB;network=dbmssocn;
Server=localhost;database=SeViewer;uid=;pwd=;"/>
-->
</userdata>

After:

<userdata>

<!--

<add key="DataSourcePath" value="Database\SEViewer.mdb"/>

->

<add key="connectionString" value="Provider=SQLOLEDB;network=dbmssocn;
Server=Ilocalhost;database=SeViewer;uid=;pwd=;"/>

</userdata>

e Run the Database\DBlInit.exe utility. This utility will check connection to the database, write errors to the output and to
the event log in case of problems and initialize database with default values needed for correct functionality.



Upgrading from Earlier Versions

If you are upgrading from an earlier version of the Management Pack, please read each of the next sections and follow
the instructions under each for upgrading the Management Pack, Agents and Database.



Upgrade from Earlier Versions of the Management Pack
and SE-Viewer

The Management Pack and SE-Viewer must be upgraded in the same configuration that they were installed in. If both
were originally installed together in a single server deployment, then follow the directions under 'Single Server Installation
and Deployment'. If each was installed on separate servers in a multi-server deployment, then follow the directions under
'Multi-Server Installation and Deployment'.

HOTICE: £/ When asked to specify the DNS name of the server during the installation, be sure that you enter it exactly the
same way as you did in the original installation. Do not change this name while upgrading.

Single Server Installation and Deployment

Install the MP and SE-Viewer on the MOM Server

o HOTICE: £l Do not repeat these steps if you have already extracted the files from the first msi installer, and go
directly to the €&~ which marks the second part of the installation.

e |dentify your MOM server. This is the server onto which you installed MOM 2005

e Unpack the files . Copy the AVIcodeNetMP.msi installer file onto the MOM server. Double-click the file to launch the
wizard to unpack the AVicode .NET Management Pack files.

e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the unpacking process. Click 'Next' to proceed with the installation.

e License Agreement; Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and your organization name. Select whether anyone other
than the user you indicated can access this application. Click 'Next'

e Destination folder: By default, the files will be unpacked to [drive]:\\Program Files\MOM 2005 Management
Packs\Avicode .NET MOM 2005 MP 3.0. You may select to unpack the files to a different destination folder. If you wish
to unpack the files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Ready to Install the Program: Setup now has enough information to unpack the files onto the machine. Click the
'Install’ button

o Installing AVicode .NET Management Pack: Wait for the files to unpack

e |[nstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. Leave the 'Open the .NET Management Pack Installation
folder now' selected so that you can continue with the installation. Click Finish to close the installation wizard.

¥ Cpenthe \MET Management Pack Installation Folder
o,

o [ET Prepare to install the Management Pack. After the Installer successfully unpacks the .NET Management Pack
onto the computer, it display the installation folder. Note that this is the location of the User Manual. HOTICE: £J
Because the User Manual is a .chm file, certain Microsoft security patches will make it impossible to view this file if it is
stored on a remote network drive. If you open the User Manual and see the message "this page cannot be displayed”
instead of the topic text, please move the manual to a local drive on your computer.

Locate the AVicodeNetMP.msi file. Double-click the AVIcodeNetMP.msi file to launch the wizard to install the
AVicode .NET Management Pack
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e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the Management Pack installation process. Click 'Next' to proceed with the installation.

e License Agreement: Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and organization name. Select whether anyone other than
the user you indicated can access this application. Click 'Next'

e Custom Setup: For a single server installation, you will install both the MOM 2005 Management Pack and the
AVlcode Intercept SE-Viewer.

MOM 2005 Pack.
b =0 - | AWIcode Intercept SE-Yiewer

Do not de-select either of these options. By default, the files will be installed to [drive]:\Program
Files\AVIcode\Intercept. You may select to unpack the files to a different destination folder. If you wish to install the
files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Configure AVicode .NET Management Pack: Specify the DNS name of the SE-Viewer location, which for a single-
server installation will be the DNS name of the MOM server, such as mom.companyname.com. Click 'Next'

Specify the DMNS name For SEViewer Server location, SEYiewer Server is installed as
part of this management pack and in a kypical installation is located on the same
server as MOM server, Do nok use “localhost” for SEViewer location, Example of a
walid SEViewer location is “mom, mycompany . com'”,

MV FYCOMPan'y . cam|

e Ready to Install the Program: Setup now has enough information to install the files onto the machine. Click the
'Install' button.

e Installing AVicode .NET Management Pack: Wait for the files to install

e InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. This window reminds you that you need to do each of the
following tasks:

1. Use the 'Deploy Agent' task in the MOM task pane under the 'AVicode .NET Application Monitoring'
folder to deploy agents out to your servers running .NET applications,

2. Verify the agent deployment status in the MOM State View

3. Start exception or performance monitoring using the 'Start Monitoring' task in the 'AVicode .NET
Application Monitoring' folder and

4. Refer to the User Manual for details as to how to perform these tasks

e Acknowledge that you have read each of the required tasks by selecting the checkbox next to each task. Click Finish to
close the installation wizard.



[ 1) Deploy Agents: Inthe MOM task pane, use the
Deploy Agent task in the “AYIcode \MET Application
Monitoring” folder,

[ &) ¥erify Agents: Inthe MOM State Yiew, seleck the
compuker and wiew the deplovment stakus of the
AWIcode Agent in the State Details,

[+ 3)Activate Agents: In the MOM kask pane, use the
Start Monitoring task in the “AYIcode (MET Application
Maonitaring” folder ko ackivate either performance or
exception maonitoring,

HOTICE: £/ IMPORTANT: Do not attempt to manually import the MOM2005Pack.akm file in your
\Avicode\Intercept\MOM2005Pack\ installation folder

o Deploy the new AVicode agents out to all agent servers, by following the instructions in the User Manual under 'Agent
Deployment & Configuration'

Multi-Server Installation and Deployment



Install the MP on the MOM Server

e Identify your MOM server. This is the server onto which you installed MOM 2005

e Unpack the files . Copy the AVicodeNetMP.msi installer file onto the MOM server. Double-click the file to launch the
wizard to unpack the AVicode .NET Management Pack files.

e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the unpacking process. Click 'Next' to proceed with the installation.

e License Agreement; Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and your organization name. Select whether anyone other
than the user you indicated can access this application. Click 'Next'

e Destination folder: By default, the files will be unpacked to [drive]:\Program Files\MOM 2005 Management
Packs\Avicode .NET MOM 2005 MP 3.0. You may select to unpack the files to a different destination folder. If you wish
to unpack the files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Ready to Install the Program: Setup now has enough information to unpack the files onto the machine. Click the
'Install’ button

e |[nstalling AVicode .NET Management Pack: Wait for the files to unpack

e InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. Leave the 'Open the .NET Management Pack Installation
folder now' selected so that you can continue with the installation. Click Finish to close the installation wizard.

[+ Open the .MET Management Pack Installation Folder
no,

e Prepare to install the Management Pack. After the Installer successfully unpacks the .NET Management Pack onto the
computer, it display the installation folder. Note that this is the location of the User Manual. HOTICE: £l Because the
User Manual is a .chm file, certain Microsoft security patches will make it impossible to view this file if it is stored on a
remote network drive. If you open the User Manual and see the message "this page cannot be displayed" instead of
the topic text, please move the manual to a local drive on your computer.

Locate the AVicodeNetMP.msi file. Double-click the AVIicodeNetMP.msi file to launch the wizard to install the
AVicode .NET Management Pack

B O\ Program FlesM0r SIS Mansgerent Fadis Avicode HMET MOs 0B kP a0 [MRIE
Dl [ Gmw Pyt [ode pek Uil
Hneck « @3 ¢ (¥ | D samch o rodee | [

vigdraan [0 Cograne Fiesre0nd ST0S PManvagereet Packsianioods HET MO 2005 P30 :I ﬂ ()
M- | s | Tpe | Data Viccifect [ itriutae |
Edibode RETHP Marastl dm | 905 (E Commead HIPML 0 SSE00E 12407 P Ll

F] it kcnade ELLE 1 W ED BachTack Do, SHGO00 1207 FM @

{5l okttt e 150, Widked ietdl..  SIESTGEOALAN 4

e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the Management Pack installation process. Click 'Next' to proceed with the installation.

e License Agreement: Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and organization name. Select whether anyone other than
the user you indicated can access this application. Click 'Next'

e Custom Setup: For a multi-server installation, you will install only install the MOM 2005 Management Pack on the
MOM server



g (=50 = | MOM 2005 Pack,
(— &WIcode Intercept SE-Viewer

Disable the installation for AVicode Intercept SE-Viewer. By default, the files will be installed to [drive]\Program
Files\AVIcode\Intercept. You may select to unpack the files to a different destination folder. If you wish to install the
files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Configure AVicode .NET Management Pack: Specify the DNS name of the SE-Viewer location, which for a single-
server installation will be the DNS name of the MOM server, such as mom.companyname.com. Click 'Next'

Specify the DMNS name For SEViewer Server location, SEYiewer Server is installed as
part of this management pack and in a kypical installation is located on the same
server as MOM server, Do nok use “localhost” for SEViewer location, Example of a
walid SEMiewer location is “momm, mycompany. com'”

MV FYCOMPan'y . cam|

e Ready to Install the Program: Setup now has enough information to install the files onto the machine. Click the
'Install' button.

e Installing AVicode .NET Management Pack: Wait for the files to install

e InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. This window reminds you that you need to do each of the
following tasks:

1. Use the 'Deploy Agent' task in the MOM task pane under the 'AVicode .NET Application Monitoring'
folder to deploy agents out to your servers running .NET applications,

2. Verify the agent deployment status in the MOM State View

3. Start exception or performance monitoring using the 'Start Monitoring' task in the 'AVicode .NET
Application Monitoring' folder and

4. Refer to the User Manual for details as to how to perform these tasks

e Acknowledge that you have read each of the required tasks by selecting the checkbox next to each task. Click Finish to
close the installation wizard.

[¢ 1) Deploy Agents: Inthe MOM task pane, use the
Ceploy Agent: task in the “&%Icode \MET Application
Maonikaring” folder,

[ 2)¥erify Agents: Inthe MOM State View, seleck the
computer and view the deployment skaktus of the
aNIcode Agent in the State Details,

[¥ 3)Activate Agents: Inthe MOM task pane, use the
Skart Maonitoring task in the “AYIcode (MET Application
Monitoring” Folder to activate either performance or
exception manitoring.

HOTICE: £/ IMPORTANT: Do not attempt to manually import the MOM2005Pack.akm file in your
\Avicode\Intercept\MOM2005Pack\ installation folder



Install SE-Viewer on the Management System

e Identify your Management System. The Management System is the machine where you collect and view all events
generated from your various Monitored Systems. Intercept SE-Viewer Server installs as a virtual directory on your
Management System and receives events gathered by the Intercept Server Agents and to routes them to MOM.

e Unpack the files. Copy the AVicodeNetMP.msi installer file onto the Management System. Double-click the file to
launch the wizard to unpack the AVicode .NET Management Pack files.

e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the unpacking process. Click 'Next' to proceed with the installation.

e License Agreement; Read and accept the license agreement. Click 'Next'

e Customer Information: The Customer Information window allows you enter your user and organization name, and to
restrict application access if desired. Enter your user name and your organization name. Select whether anyone other
than the user you indicated can access this application. Click 'Next'

e Destination folder: By default, the files will be unpacked to [drive]:\\Program Files\MOM 2005 Management
Packs\Avicode .NET MOM 2005 MP 3.0. You may select to unpack the files to a different destination folder. If you wish
to unpack the files to a different folder, click the 'Change..." button, and browse to the desired folder. Click 'Next'

e Ready to Install the Program: Setup now has enough information to unpack the files onto the machine. Click the
'Install' button

e Installing AVicode .NET Management Pack: Wait for the files to unpack

e InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. Leave the 'Open the .NET Management Pack Installation
folder now' selected so that you can continue with the installation. Click Finish to close the installation wizard.

v Open the .MET Management Pack Installation Folder
N,

e Prepare to install the Management Pack. After the Installer successfully unpacks the .NET Management Pack onto the
computer, it display the installation folder. Note that this is the location of the User Manual. HOTICE: £ Because the
User Manual is a .chm file, certain Microsoft security patches will make it impossible to view this file if it is stored on a
remote network drive. If you open the User Manual and see the message "this page cannot be displayed" instead of
the topic text, please move the manual to a local drive on your computer.

Locate the AVicodeNetMP.msi file. Double-click the AVIcodeNetMP.msi file to launch the wizard to install the
AVicode .NET Management Pack
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e Welcome: The AVicode .NET Management Pack Setup prepares the Install Shield Wizard, which will guide you
through the Management Pack installation process. Click 'Next' to proceed with the installation.

e License Agreement: Read and accept the license agreement. Click 'Next'
e Customer Information: The Customer Information window allows you enter your user and organization name, and to

restrict application access if desired. Enter your user name and organization name. Select whether anyone other than
the user you indicated can access this application. Click 'Next'



e Custom Setup: For a multi-server installation, you will install only install the AVIcode Intercept SE-Viewer on the
Management System

AvIcode Intercept SE-Wiewer

By default, the files will be installed to [drive]\Program Files\AVIcode\Intercept. You may select to unpack the files to a
different destination folder. If you wish to install the files to a different folder, click the 'Change..." button, and browse to
the desired folder. Click 'Next'

e Configure AVicode .NET Management Pack: Specify the DNS name of the SE-Viewer location, which for a single-
server installation will be the DNS name of the MOM server, such as mom.companyname.com. Click 'Next'

Specify the DMNS name For SEViewer Server location. SEViewer Server is installed as
patt of this management pack and in a kypical installation is located on the same
server as MOM server, Do nok use “ocalhost” for SEMiewer location. Example of a
walid SEMigwer lacation is “marm, mycompansy. cam'”

MM, i COmpany . com|

e Ready to Install the Program: Setup now has enough information to install the files onto the machine. Click the
'Install’ button.

e |Installing AVicode .NET Management Pack: Wait for the files to install

e |InstallShield Wizard Completed: After the Installer successfully installs the Instrumentation Pack onto the computer,
it will present the “InstallShield Wizard Completed” window. This window reminds you that you need to do each of the
following tasks:

1. Use the 'Deploy Agent' task in the MOM task pane under the '"AVicode .NET Application Monitoring'
folder to deploy agents out to your servers running .NET applications,

2. Verify the agent deployment status in the MOM State View

3. Start exception or performance monitoring using the 'Start Monitoring' task in the 'AVicode .NET
Application Monitoring' folder and

4. Refer to the User Manual for details as to how to perform these tasks

e Acknowledge that you have read each of the required tasks by selecting the checkbox next to each task. Click Finish to
close the installation wizard.

[ 1) Deploy Agents: Inthe MOM task pane, use the
Deploy Agent task in the “AYIcode \MET Application
Monitoring” folder,

[ &) ¥erify Agents: Inthe MOM State Yiew, seleck the
compuker and wiew the deplovment stakus of the
AWIcode Agent in the State Details,

[+ 3)Activate Agents: In the MOM kask pane, use the
Start Monitoring task in the “AYIcode (MET Application
Maonitaring” folder ko ackivate either performance or
exception maonitoring,

e HOTICE: £l If you are using an existing SQL db, make sure to upgrade your existing SQL database to 3.x (see the
section on upgrading your database)
e Follow the directions under upgrading agents to upgrade to the new 3.x agents



Upgrade from Earlier Versions of the Agents

To upgrade the agents (monitoring will automatically be stopped, and the old version will be uninstalled). Please follow
the instructions to 'Deploy the Agents' in the User Manual.



Upgrade from Earlier Versions of the Database

HOTICE: £J Access databases from version 2.x cannot be upgraded. A new, empty version 3.x Access database will be
created when you upgrade, and you may skip reading this section. SQL databases from version 2.x can be upgraded to a
3.x database. Continue reading for instructions about how to do this.

Convert the SQL Database Structure

In order to work with the latest version of Intercept Studio, the prior installation’s SE-Viewer database must be upgraded
by running the appropriate database conversion SQL scripts.

e Use Microsoft SQL Server Enterprise Manager to navigate to the server that contains the Intercept Studio “seviewer”
database. (The path to the server and database name are in the database connection string from the “seviewer.config
file in step 3.3

e Use Enterprise Manager to back-up the “seviewer” database.

e Using the Enterprise Manger “SQL Query Analyzer”, load and run the following SQL scripts against the “seviewer”
database. The scripts are located in the “Database” directory under the Intercept Studio installation. (By default,
Intercept Studio is installed at: “C:\Program Files\AVIcode\Intercept”)

HOTICE: FJ Depending upon your prior installation of Intercept Studio, you must selectively run the following upgrade
scripts in the correct order. Each script is named following the format:

Upgrade_MajorNumA_MinorNumA _to_MajorNumB_MinorNumB.sql. You must run each upgrade script, in order, starting
with the script for your existing installation, continuing with each intermediate upgrade, and finishing with the upgrade to
the new version. For example, if you wanted to upgrade from version 1.2 to version 3.0, the you would have to run all of
the following scripts in the order presented:

o o 0o 0
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Run the SQL Database Upgrade Utility

In order to work with the latest version of Intercept Studio, the prior installation’s SE-Viewer database must be upgraded
by configuring and running the Database Upgrade Utility.

e Using Windows Explorer, navigate to the “SEViewer\Utilities” directory under the Intercept Studio installation. (By
default, Intercept Studio is installed at: “C:\Program Files\AVIcode\Intercept”)

e Using “Note Pad” to open the “dbconverter.exe.config” file

e Within the “dbconverter.exe.config” file, navigate to the XML node “appSettings”.

e Within the “appSettings” node, find the entry: “<add key="connectionString" value="[...]" />” (where [...] represents a
SQL Connection String.)

e Update the entry’s SQL Connection String

e Save the changes to dbconverter.exe.config and close Note Pad.

e Run the “dbconverter.exe” program located in the “Utilities” directory.

Configure the SE-Viewer Database Connection

The new installation of SE-Viewer has over-written the prior installation’s database configuration settings. These database
configuration settings must be returned to their prior state in order for SE-Viewer to connect to the newly upgraded
Microsoft SQL database. Please follow the directions under 'Configure to Use SQL Server' under 'First-time Installation’

After Installing

After completing the installation, please take the time to review the User Manual in order to familiarize yourself with some
of the finer details of the AVicode .NET Management Pack. The User Manual is available on your MOM server via:

[ Start
® Programs



[ AVicode .NET Management Pack
@ User Manual

Additional product details are available on your Management System (where you installed SE-Viewer Server) via:

@ Start

® Programs

O AVIcode Intercept Studio
@ Intercept User Manual



Technical Support

Please join the AVicode Technical Support forum where you can access the latest information about AVicode products,
request enhancements and post questions that you may have.

The forum address is:

support.avicode.com

Please include version information about your installation. You may get the version information by:

open the 'Start' menu from your desktop

open the 'Control Panel'

select 'Add or Remove Programs'

click on the entry for the AVicode .NET Management Pack, AVIcode Intercept Server Agent, AVicode Intercept SE-
Viewer or AVIcode Intercept Visual Studio Plug-in

click the 'Click here for support information' link

Also include any errors that may appear in the Windows Application Log.



License Agreement

END-USER LICENSE AGREEMENT FOR AVicode™ SOFTWARE

IMPORTANT-READ CAREFULLY: This Intercept Studio End-User License Agreement ('EULA') is a legal agreement
between you (either an individual person or a single legal entity, who will be referred to in this EULA as 'You') and
AVIcode Inc., with offices at TechCenter at UMBC, 1450 South Rolling Road, Baltimore, MD 21227, for the Intercept
Studio software product that accompanies this EULA, including any associated media, printed materials and electronic
documentation (the 'Software Product'). As determined by AVicode and to the extent provided by any accompanying
maintenance agreement, the Software Product may also include any software updates, add-on components, web
services and/or supplements that AVicode may provide or make available to You after the date You obtain Your initial
copy of the Software Product to the extent that such items are not accompanied by a separate license agreement or
terms of use. By obtaining, installing, downloading, accessing or otherwise using the Software Product, You agree to be
bound by the terms of this EULA. If You do not agree to the terms of this EULA, do not install, access or use the Software
Product.

1. SOFTWARE PRODUCT LICENSE
The Software Product is protected by intellectual property laws and treaties . The Software Product is licensed, not sold.

EVALUATION SOFTWARE: For evaluation of the Software Product, the license grant in 'Section A’ applies. Unless
otherwise noted, all other terms and conditions (except “Section B”) of this EULA also apply.

FULL LICENSED SOFTWARE: For all fully licensed Software Product (whether that be through the application of a
license to an Evaluation version of the product or by the direct purchase of a licensed product), the license grant in
'Section B' applies. All other terms and conditions (except \“Section A\") of this EULA also apply.

Section A. EVALUATION LICENSE

Pursuant to You accepting all the terms and conditions of this EULA, AVIcode grants You a personal, non-exclusive,
limited license to install the Software Product on Your computer system and use the Software solely to evaluate and test
the Software Product for a period of 30 days (the \"Evaluation Period\"). At the end of the Evaluation Period You must
either purchase a full license to the Software Product, or discontinuing using the Software Product and remove the
Software Product from Your computer system.

The Software Product provided for You for evaluation may have functions that are withheld or unusable and use of the
Software Product may require accessing portions of the Software Product remotely through the Internet. Further, the full
use of the Software Product may be restricted by technological protections.

AVlicode IS WILLING TO LICENSE THE DOWNLOADABLE, EVALUATION SOFTWARE PRODUCT (the 'SOFTWARE')
TO YOU ON THE CONDITION THAT YOU ACCEPT THE TERMS AND CONDITIONS OF THIS EULA. BY CLICKING
ON THE 'l ACCEPT' BUTTON OR BY INSTALLING OR USING THE SOFTWARE PRODUCT, YOU AGREE TO BE
BOUND BY THE TERMS OF THIS EULA. IF YOU DO NOT AGREE TO BE BOUND BY THE TERMS OF THIS EULA,
THEN DO NOT PROCEED ANY FURTHER AND CLICK THE 'l DO NOT ACCEPT' BUTTON BELOW.

Section B. FULL LICENSED SOFTWARE

Pursuant to You accepting all the terms and conditions of this EULA, AVIcode grants to You a personal, non-exclusive,
license to install and use one copy of the Software Product on a single computer only for use in the number of application
(s) that You selected at time of first installation.

Provided that You have purchased a single license for a common build/test machine, You can share a copy of the
Software Product installed that common build/test machine

If You have acquired this Software Product in an AVicode License Pack or Corporate Site License Agreement, You may
make the number of additional copies of the computer software portion of the Software Product as defined on that
License Pack or Corporate Site License, and You may use each copy in the manner specified above.

2. OWNERSHIP



Unless otherwise noted, all right, title and interests in the Software Product are owned by AVIcode, including any
accompanying downloaded or printed materials. All intellectual property rights, including but not limited to patentable
inventions, copyrights, trade secrets and trademarks are owned by AVlIcode. Nothing in this EULA gives You any
ownership interest s in the Software Product. You may make one copy of the Software Product for back-up and archival
purposes. You may not copy the printed materials accompanying the Software Product.

You may not remove, modify or alter any AVIcode copyright or Trademark Notices from any part of the Software Product,
including but not limited to any such notices contained in the physical and/or electronic media or documentation, in the
AVlicode Setup Wizard dialog or 'about' boxes, in any of the runtime resources and/or in any web-presence or web-
enabled notices, code or other embodiments originally contained in or otherwise created by the Software Product.

3. CONFIDENTIALITY

The Software Product includes confidential and proprietary information of AVicode. You will take all reasonable
precautions necessary to safeguard the confidentiality of the Software Product. You shall not modify, decompile,
disassemble, or reverse engineer the Software Product, or assist any other party in doing the same.

Any unauthorized use or disclosure of the Software Product may cause irreparable harm to AVlicode. If an unauthorized
use or disclosure occurs, You will promptly inform AVicode and take all steps that are necessary to recover the Software
Product and to prevent its subsequent unauthorized use or dissemination. AVicode shall be entitled to seek equitable
relief to enforce this requirement.

4. WARRANTY

LIMITED WARRANTY. AVicode warrants that (a) the Software Product will, for a period of ninety (90) days from the date
of delivery, perform substantially in accordance with AVicode's written materials accompanying it, and (b) any Support
Services provided by AVIcode shall be substantially as described in applicable written materials provided to You by
AVlcode. This Limited Warranty does not apply to evaluation Software Product under Section A.

CUSTOMER REMEDIES. In the event of any breach of warranty or other duty owed by AVicode, AVicode's and its
suppliers' entire liability and Your exclusive remedy shall be, at AVlcode's option, either (a) return of the price paid by You
for the Software Product (not to exceed the suggested U.S. retail price) if any, (b) repair or replacement of the defective
Software Product or (c) re-performance of the Support Services. This Limited Warranty is void if failure of the Software
Product has resulted from accident, abuse, or misapplication. Any replacement Software Product will be warranted for the
remainder of the original warranty period or thirty (30) days, whichever is longer.

NO OTHER WARRANTIES. OTHER THAN AS PROVIDED ABOVE, THE SOFTWARE PRODUCT IS PROVIDED 'AS IS’
AND AVicode DISCLAIMS ALL OTHER WARRANTIES AND CONDITIONS, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO , MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. AVicode
MAKES NO WARRANTY THAT ALL ERRORS HAVE BEEN OR CAN BE ELIMINATED FROM THE SOFTWARE
PRODUCT OR DOCUMENTATION.

LIMITATION OF LIABILITY. IN NO EVENT SHALL AVicode BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT,
OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER
PECUNIARY LOSS) ARISING OUT OF THE USE OF OR INABILITY TO USE THE SOFTWARE PRODUCT OR THE
PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF AVicode HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. IN ANY CASE, AVicode'S ENTIRE LIABILITY UNDER ANY PROVISION OF THIS
EULA SHALL BE LIMITED TO THE AMOUNT YOU ACTUALLY PAID TO AVicode FOR THE SOFTWARE PRODUCT
OR SERVICE THAT DIRECTLY CAUSED THE DAMAGE.

5. UPGRADES AND SUBSCRIPTION

If the Software Product is labeled or otherwise identified by AVicode as an 'upgrade' or 'subscription,’ You must be
properly licensed to use a product identified by AVicode as being eligible for the upgrade in order to use the Software
Product. A Software Product, labeled or otherwise identified by AVicode as an upgrade, replaces and/or supplements the
product that formed the basis for Your eligibility for such upgrade. You may use the resulting upgraded product only in
accordance with the term s of this EULA. If the Software Product is an upgrade of a component of a package of software
programs that You licensed as a single product, the Software Product may be used and transferred only as part of that
single product package and may not be separated for use on more than one computer.

6. TERMINATION



Without prejudice to any of AVicode's other rights, AVlicode may immediately terminate this EULA if You fail to comply
with the terms and conditions of this EULA. In such event, You must immediately cease all use of the Software Product
and delete any and all copies of the Software Product and all of its component parts.

7. MISCELLANEOUS

You and AVlicode are independent parties. Nothing in this EULA shall be construed as making You an employee , agent
or legal representative of AVicode.

This EULA constitutes the complete and entire statement of all terms, conditions and representations of the agreement
between You and AVicode with respect to the Software Product.

You agree to abide by all applicable laws with regard to the use, sale and export of the Software Product.

You may transfer all of Your rights under this EULA, provided You (a) permanently transfer any and all of the Software
Product (including all component parts, the media and printed materials, any upgrades, this EULA, and, if applicable, the
Certificate of Authenticity) to the recipient, (b) you retain no copies (whole or partial), and (c) the recipient agrees to abide
by all of the terms of this EULA. If the Software Product is an upgrade, any transfer must include any and all prior versions
of the Software Product and any and all of Your rights therein, if any.

This EULA is governed by the laws of the State of Maryland without regard to conflicts of law principles.

The failure of AVIcode to insist, in any one or more instances, upon the performance of any of the terms of this EULA or
to exercise any right hereunder, shall not be construed as a waiver of the future performance of any such term or the
future exercise of such right.

The invalidity or unenforceability of any particular provision of this EULA shall not affect the other provisions, and this
EULA shall be construed in all respects as if such invalid or unenforceable provisions were omitted.

YOU AGREE THAT YOU HAVE READ AND AGREE TO BE BOUND BY ALL TERMS OF THIS EULA.



